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Feature Matrix

Feature EntraGuard Secure Score Maester Ping Identity CrowdStrike Semperis ADAudit+ PingCastle BloodHound Tenable IE Defender

Data Collection

Microsoft Graph API collectors ✓ ✓ ● ● ● ● ● ●

Users, Groups, Roles, Apps, SPs ✓ ● ✓ ● ● ✓ ● ✓ ✓ ✓ ●

Conditional Access Policies ✓ ● ✓ ● ✓ ●

PIM roles & policies ✓ ● ● ● ● ✓

LDAP on-premise AD collection ✓ ✓ ✓ ✓ ✓ ✓ ✓

Incremental (delta) collection ✓

Realtime change monitoring ✓ ● ✓ ● ✓ ✓

Analysis & Findings

70+ security finding rules ✓ ● ✓ ● ● ● ✓ ● ✓ ●

Neo4j attack path analysis ✓ ● ✓ ✓ ✓

Interactive graph explorer ✓ ✓ ● ●

MITRE ATT&CK mapping ✓ ✓ ● ✓ ✓ ✓

Security score (0-100) ✓ ✓ ✓ ✓ ✓

Finding lifecycle (New/Open/Resolved) ✓ ●

License-aware recommendations ✓

Compliance & Reporting

CIS M365 v3.1 benchmark ✓ ✓ ●

NIST 800-53 / ISO 27001 / SOC 2 ✓ ✓ ✓

PDF / HTML / Markdown reports ✓ ● ● ✓ ✓ ✓ ✓ ✓ ●

Per-finding PDF export ✓

CSV export for SIEM/Excel ✓ ● ● ✓ ✓ ✓ ✓ ●

Power BI connector ✓ ● ●

Operations

Scheduled scans (cron) ✓ ● ✓ ✓

Notifications (Slack/Teams/webhook) ✓ ✓ ✓ ✓ ✓ ✓ ✓

ITSM integration (ServiceNow/Jira) ✓ ● ✓ ✓ ● ✓ ✓

Auto-remediation (dry-run) ✓ ✓ ●

Multi-tenant ✓ ✓ ✓ ✓ ● ● ● ✓ ✓

Deployment & Sovereignty

Self-hosted (on-premise) ✓ ✓ ✓ ✓ ✓ ✓ ✓

Docker deployment ✓ ✓

Zero telemetry ✓ ✓ ✓ ✓

Data stays on-premise ✓ ✓ ✓ ✓ ✓ ✓ ✓

Pricing

Free tier ✓ ✓ ✓ ✓ ✓

Transparent pricing ✓ ✓ ✓ ● ✓ ✓ ✓
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Pricing Comparison

Solution Starting Price Enterprise Model

EntraGuard €179/year €449/year Transparent, per-tenant

Microsoft Secure Score Free Included in E5 Bundled with M365

Maester Free (MIT) — Open-source

Ping Identity ~$3/user/mo $8/user/mo Quote-based

CrowdStrike Falcon ~$15/endpoint/yr $30-60/endpoint/yr Bundled with Falcon

Semperis DSP ~$25,000/yr $150,000+/yr Quote-based

ManageEngine ADAudit+ $595/yr $2,000+/yr Per DC

PingCastle Free (community) ~$3,449/yr (Pro) Per assessment

BloodHound CE Free (Apache 2.0) SpecterOps Enterprise Open-source

Tenable IE ~$10,000/yr $25,000+/yr Quote-based

Defender for Cloud Free (CSPM) $5-15/server/mo Per resource

EntraGuard Unique Differentiators

Finding lifecycle tracking (New/Open/Resolved) — no competitor does this

License-aware recommendations — detects paid but unused Microsoft SKU capabilities

Per-finding PDF export — dedicated PDF per finding with remediation steps

Zero Trust scoring (3 pillars) — Verify Explicitly, Least Privilege, Assume Breach

One-liner install + Docker — deployed in 2 minutes, runs anywhere

34 Microsoft SKUs mapped — most comprehensive SKU→feature mapping

Transparent pricing — €179/year Standard, €449/year Enterprise (19x cheaper than PingCastle Pro)

Power BI connector — native REST API for BI dashboards

ITSM integration — ServiceNow + Jira ticket creation from findings

Auto-remediation with dry-run — preview Graph API changes before applying
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